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1) CVE-2013-6282
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1) CVE-2013-6282 FIFHGE

» $KENsys_call_tablef757i%
- B M EES =IFEERvector switHAIIS
» BITIEBIZA I BRIR SRS vector_swifigithiit

« HFsys_call_tablefvector_swifIfEXJ{\EEIE , HMITR
15%lsys_call_tablegystiilt

loc_vector_swi = *(oxffffoee8 + 8 + ((*oxffffoee8) & Oxfff)))
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1) CVE-2013-6282 RiXHEHE

« https://android.googlesource.com/kernel/ Z M%_H)ﬁzliljilﬁbackportﬁﬁﬁ

msm/+/
d303fal2f220d5e313f968d395556d8c8d3al5 iy = CT RO e R

void mark_rodata_ro(void)

82%5E%21/#F1 {

diff --git ~ ~ set_section_perms(ro_perms, prot);

index c42a30a..2bfl4b2 100644 }

--- a/arch/arm/kernel/entry-armv.S

+++ b/arch/arm/kernel/entry-armv.S void set_kernel_text_rw(void)

@@ -1035,9 +1035,9 @@ {

/* .
, 7S set_section_perms(ro_perms, clear);
* }

- * This code is copied to Oxffff0200 so we can use branches in the

- * vectors, rather than ldr's. Note that this code must not void set_ker‘nel_text_r‘o(void)

- * exceed 0x300 bytes.

+ * This code is copied to O0xffff1000 so we can use branches in the { .

+ * vectors, rather than 1ldr's. Note that this code must not exceed Set_seCtlon_perms(rO_permS’ pr'Ot);

+ * a page size. }

#endif /* CONFIG_DEBUG_RODATA */

vectors_start:

= W (1ldr) pc, .LCvswi + stubs_offset

+ W(ldr) pc, __vectors_start + 0x1000
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» Ping socket UAFRIRE
F 2N R T ARlERD

freeZ [EHIping_sock3d5:
» XA direct mapped

Continuous is

m e m O ry guaranteed in kernel

Continuous is not space (direct-
guaranteed in user

mapped)
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2) CVE-2015-3636 FIRAGIE

o (KB T FEIRAILIST_POISON2
- 0x200200{FXETFEX UL | (&FsEBMII “"~E"
- EBERHAEEL00%I2EFA , ZFEHBIP= 1A
» /proc/iomem > YRR ZFMRE
« /proc/self/pagemap > XS EUFIVIEERNFRAIKER
« CVE-2016-3809 - ;ttFEsock ISR FZiBL
B LU RN E BB Ze AT sock ISR N AYYIIRTR |, W ELL
S FTERIET I

A\Q
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« iFLIST_POISONZ215[H 01t
HFoa

diff --git a/include/linux/poison.h b/include/linux/poison.h

index 2110a81..253c9b4 100644

--- a/include/linux/poison.h

+++ b/include/linux/poison.h

@@ -19,8 +19,8 @@
* under normal circumstances, used to verify that nobody uses
* non-initialized list entries.

&/
-#tdefine
-#define
+#define
+#define

LIST_POISON1
LIST_POISON2
LIST_POISON1
LIST_POISON2

((void
((void
((void
((void

*) ©x00100100 + POISON_POINTER_DELTA)
*) @x00200200 + POISON_POINTER_DELTA)
*) @x100 + POISON_POINTER_DELTA)
*) @x200 + POISON_POINTER_DELTA)

- I$4ESYS ADMINFF%£

1 /proc/self/pagemap

diff --git a/fs/proc/task_mmu.c b/fs/proc/task_mmu.c
index 956b75d..6dee68d 100644

--- a/fs/proc/task_mmu.c

+++ b/fs/proc/task_mmu.c

@@ -1325,6 +1325,9 @@ out:

static int pagemap_open(struct inode *inode, struct file *file)
{
+ /* do not disclose physical addresses: attack vector */
if (!capable(CAP_SYS_ADMIN))
+ return -EPERM;
pr_warn_once("Bits 55-60 of /proc/PID/pagemap entries are about "
"to stop being page-shift some time soon. See the "
"linux/Documentation/vm/pagemap.txt for details.\n");

-+
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3) CVE-2015-0570

« FETEBEWLANIKEIRIWEXI APISLEIA
- BAZRYEI R m R
e el Al SYENES]

int wlan_hdd_set_filter(hdd_context_t *pHddCtx, tpPacketFilterCfg pRequest, tANI_U8 sessionId)

{
tSirRcvPktFilterCfgType packetFilterSetReq = {0};
switch (pRequest->filterAction)
{
case HDD_RCV_FILTER_SET:
for (i=0; i < pRequest->numParams; i++)
{
packetFilterSetReq.paramsData[i].dataLength = pRequest->paramsData[i].datalLength;
memcpy (&packetFilterSetReq.paramsData[i].compareData,
pRequest->paramsData[i].compareData, pRequest->paramsData[i].dataLength);
memcpy (&packetFilterSetReq.paramsData[i].dataMask,
pRequest->paramsData[i].dataMask, pRequest->paramsData[i].datalLength);
}
}
return 0;
}
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3) CVE-2015-0570 k(R

struct PacketFilterParamsCfg

- {kERTFGCCHY-fstack- C e

uint8_t cmpFlag;
uint8_t dataOffset;
protector; =

uint8_t compareData[&];

. \ ~ /e uints_t ataMask[2];
* FNAIBI MR EXT5 } -
8$:|I-jl_ Eg ] Eg s typedef struct

{
° ,Isil-\b VS l—‘—léé uints_t filterAction;
ﬁb . & uint8_t filterId;
uint8_t numParams;

- EETEEAHE |, FToRRBILEK IR A
B ZUEREERRYEIR
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- -fstack-protector-strong vs. -fstack-protector vs. -fstack-protector-all

- EEMGoogletdE@EIN{EEFTHI-fstack-protector-strongf{E-fstack-protector , 1EI%EE
MZ&E 2 [EBRE R A1
o ~2% 2> ~20%
« http://android-developers.blogspot.com/2016/07/protecting-android-with-more-linux.html

-« FEGCC 4985 EFhRA

* https://gcc.gnu.org/ml/gcc-patches/2012-06/msg00974.html
« X TCONFIG_CC_STACKPROTECTOR_STRONG#g1¥15%EIn
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4) CVE-2015-6637

e GeekPwn 2015718

« ZFETMTKAR EES (SoC ) BIMMCEREH |, IXKENARS 4 SELinuxT

i

~

A Y50 A S EEICAS AT

if(msdc_ctl->total_size <= 0)
return -EINVAL;

host ctl = mtk _msdc_host[msdc_ctl->host num]; <== Bug here

BUG_ON(!host ctl);

BUG_ON(!host_ctl->mmc);
if (host->ops->enable && !stop && host->claim cnt == 1)
host->ops->enable(host); <== Code execution
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° %mﬁu

G EEE NS

* root/system uid

BEA5iAamisc_sd device== R Z AR R

. ETHEA

# cat giku_av.txt | grep "ALLOW " | grep ">misc_sd_device" | grep

[AV]
[AV]
[AV]
[AV]
[AV]
[AV]
[AV]

-

PRAY_E X

ioctl"”

4378: ALLOW factory-->misc_sd device (chr_file) [ioctl read open]
7554: ALLOW em_svr-->misc_sd_device (chr_file) [ioctl read open]
10552:
10556:
10559:
10562:
12202:

ALLOW unconfineddomain-->misc_sd_device (file) [append create write ...
ALLOW recovery-->misc_sd _device (chr_file) [append create execute ...
ALLOW unconfineddomain-->misc_sd device (chr_file) [append create ...
ALLOW vold-->misc_sd_device (chr_file) [ioctl read open]

ALLOW mmc_ffu-->misc_sd device (chr_file) [ioctl read open]
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User-land “radio”
Exploit Process

BOOM

/dev/misc-sd

Dt 2016 stit - Rk - 21 | H% - 28 - A%



4) CVE-2015-6637

« Llem svrzSiE , $£Eem svr T EexecveffR

# cat giku_av.txt | grep "ALLOW " | grep "em_svr-->" | grep "execute"
[AV] 4418: ALLOW em_svr-->system file (file) [execute_no_trans]

[AV] 5393: ALLOW em

svr-->shell exec (file) [execute read execute_no_trans open]

[AV] 6076: ALLOW em_svr-->thermal_manager _exec (file) [execute getattr read ...
[AV] 7135: ALLOW em_svr-->em_svr_exec (file) [execute getattr read entrypoint open]

 SELinuxzRB&PREI T em_ svri}%_lﬂﬂ/c ata®>
ISkySP=n

- (BEFATTLAUEBbioctldan<$

* ANMAIZEIX A a1 T1EE 7‘%51 4
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User-land Payload

User-land “radio”
Exploit Process

@EngineerModeServer /d EV/m i SC-S d
em_svr Toolbox

Server joctl
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User-land Payload
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Exploit Process
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Service

@EngineerModeServer /d EV/m i SC-S d
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Server ioctl
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 Wireless Extension

» Performance Counter

* FE{FAISETEE
« https://www.blackhat.com/eu-16/
briefings.html#rooting-every-android-from-extension-
to-exploitation
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