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Android Kernel ~ Iinux Kernel

* RATXKCHG XA
— % A udev
— Init 1 74 2 /dev
— X 7 pagefile ©
o HAbXH:
— 55509 N A% ¥ (ashmem, pmem)
— 53] 89 B,k % 32 (wakelock, alarm)
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4 5 - HrAndroid Kernel

shell@hammerhead: /dev/block/platform/msm_sdcc.1/by-name $ 1s -1la
Lrwxrwxrwx root root 1970-03-13 19:35 DDR -> /dev/block/mmcblkop24
Lrwxrwxrwx root root 1970-03-13 19:35 aboot -> /dev/block/mmcblkeOp6
x_root coot 1970-03-13 _19:35 ahooth -> /dev/block/mmchlkOniil
|trwxrwxrwx root root 1970-03-13 19:35 boot -> /dev/block/mmcblkOp19
CTWXTWXITWX root root 1970-03- §:35 cache -> jdev/bLoCK/mhchLKOp
Lrwxrwxrwx root root 1970-03-13 19:35 crypto -> /dev/block/hmcblkop26
Lrwxrwxrwx root root 1970-03-13 19:35 fsc -> /dev/block/mmchblkop22
Lrwxrwxrwx root root 1970-03-13 19:35 fsg -> /dev/block/mmchlkOp21
Lrwxrwxrwx root root 1970-03-13 19:35 grow -> /dev/block/mm{blkop29
Lrwxrwxrwx root root 1970-03-13 19:35 imgdata -> /dev/block[mmcblkep17
Lrwxrwxrwx root root 1970-03-13 19:35 laf -> /dev/block/mmchblkopi8

boot -> /dev/block/mmcb1k0p19

oL TOUU 17r7rOU=0Uo5=105 17.50

Lrwxrwxrwx root root 1970-03-13 19:35 pad -> /dev/block/mmcb1k0p7
Lrwxrwxrwx root root 1970-03-13 19:35 persist -> /dev/block/mmcblkOp16
Lrwxrwxrwx root root 1970-03-13 19:35 recovery -> /dev/block/mmcblkOp20
Lrwxrwxrwx root root 1970-03-13 19:35 rpm -> /dev/block/mmcblkop3
Lrwxrwxrwx root root 1970-03-13 19:35 rpmb -> /dev/block/mmcblkop10
Lrwxrwxrwx root root 1970-03-13 19:35 sbl1 -> /dev/block/mmcblk@p2
Lrwxrwxrwx root root 1970-03-13 19:35 sblib -> /dev/block/mmcblkop8
Lrwxrwxrwx root root 1970-03-13 19:35 sdi -> /dev/block/mmcblkep5
Lrwxrwxrwx root root 1970-03-13 19:35 ssd -> /dev/block/mmcblkep23
lrwxrwxrwx root root 1970-03-13 19:35 system -> /dev/block/mmcblk@p25
lrwxrwxrwx root root 1970-03-13 19:35 tz -> /dev/block/mmcblkOp4
Lrwxrwxrwx root root 1970-03-13 19:35 tzb -> /dev/block/mmcblkep9
Lrwxrwxrwx root root 1970-03-13 19:35 userdata -> /dev/block/mmcblkop28
v/block/mmcblkep19 <

root 179, 19 1976-63-13 19:35 mmcglk(‘)plQ
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4 5 - HrAndroid Kernel

« RRELF X}

o W, 5 £ ELF bundle
— X 3] F10S kernel
— i 25

o IDASZ X9 HH+ X 4
oo 69 % £k
R AR T AL D
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| f] sub_COSFD418
| 7] sub_COSFDSC4
| 7] sub_COSFDBAD
£ sub_COSFDF33
£ sub_COSFE308
sub_COSFE49C
sub_COSFE7DO
sub_COSFF450
sub_COSFF49C
sub_COSFFS1C
sub_COSFFSED
sub_COSFF77C
sub_COSFFB48
sub_COSFFEBC
sub_C0600424
sub_C0600870
sub_COG00E20
sub_C0601558
sub_C0601620
sub_CO6016E8
sub_C0601740
sub_C0601700
sub_C0601918
sub_COG02BF4
| 7] sub_C0602D9C
| 7] sub_C0O02EEC

I S Y S Y Y S S S [ (R R

4,

COSFD418
COSFD5C4
COSFDBAOD
COSFDF38
COSFE308
COSFE49C
COSFE7DOD
COSFF450
COSFF49C
COSFFS1C
COSFFSED
COSFF77C
COSFFB45
COSFFEBC
C0600424
C0600370
CO0600EZ20
C0601558
C0601620
C06016ES
C060174A0
C06017D0
C0601918
C0602BF4
C0602D9C
COB0ZEEC




4 5 - HrAndroid Kernel

/proc/kallsyms 3] YA AL B A 69kernel
symbol

8 89 — A\patch e N\ /proc/sys/kernel /
kptr_restrict, ZKiA A1, [& & symbol

* xfexploitBg fik 3 huo T — e [HAF

/*
* $pK cannot be used in IRQ context because its tes

* for CAP_SYSLOG would be meaningles
*/
if (in_irgq() in serving_softirqg() in_nmi()) {
if (spec.fi ld width == -1)
p .field width = 2 * sizeof(void *);
return str g(b f, end, "pK-error", spec);
} else if ((kptr_restrict == ()
(kptr_restrict == 1 &&
has_capability noaudit(current, CAP_SYSLOG)))
break;

if (spec.field width == -1) {
spec.field_width = 2 * sizeof(void *);
spec.flags |= ZEROPAD;

}

return number(buf, end, 0, spec);
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4 5 - HrAndroid Kernel

e /proc/sys/kernel/
kptr_restrict § A ORp =]
iE

o 41—/ IDA loader

* BFtokallsyms#y i k4]

* ARIFFHEAD
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__init_begin
__create_paq...
__enable_mm...

_ vet_atags
_ Fixup_smp
_ Fixup_smp_...

lookup_proces...
f| set_reset_dev...
E debug_kernel
@ quiet_kernel
‘z init_setup

E rdinit_setup
E smp_setup_pr...
[z thread_info_c...
lz loglevel

\z parse_eatly_o...
[zﬂ kernel_init

@ unknown_boo...
‘z parse_eatly_p...
E start_kernel
E do_early_param
[z readonly

lz readwrite

[£]
[£]
[£]
[£]
(7]
(7]
(7]
(7]
(A
(7]

__Fixup_pv_ta...

__mmap_switc...
__mmap_switc...

seq000
seqo00
seq000
seq000
seg000
sego0o0
sego0o0
sego00
seqo0o0
seqo00
seq000
seq000
seg000
sego0o0
sego0o0
sego00
seqo0o0
seqo00
seq000
seq000
seg000
sego0o0
sego0o0
sego00
seqo0o0
seqo00

C0003000
C00038054
C0003108
C0003114
C0003154
C000318C
CO0031C4
CO00B1ES
C0008230
C0008254
C0003265
C000528C
C0005260
C0005204
C0008310
C000334C
C000335C
C000336C
C0003340
C00083DC
C0008518
C0008724
C000876C
CO003A7S
C00038B28
CO003B5C




R A EM

EXPORT platform_device_register
platform_device_register ; CODE YREF' s5p_ oh01 device_initcall+18Tp
— - e §

E xrefs to platform_device_register

seq8008:C82619DC
seqB008:C02619DC
seq8008:C02619DC
seqg800:C82619DC
seqgB00:CO2619E0
seqB00:CO2619EL
seq000:CO2619E8
seqgoee: 002619EC

Direction | Ty | Address Text
sSp_ohci_device_initcall+10 \BL
sSp_ehci_device_initcall+10 B

midas_machine_init+7C BL
raidas ranchime imik1 A4 1=l

platform_device_reqister
platform_device_register

mlabFaven Aavica vamickar

gister

platform_device_reqister
platform_device_reqister
platform_device_reqister

rcm_wlan_init+158
mipi_fb_init+A8
init_modem+428
sSp_pmu_init+10
samsung_bl_set+100
samsung_bl_set+120
wakelocks_init+88

seqB00:C0261A00
seqB00:C0261A00
seqB00:C0261A00
seqB00:C0261A00
seqgB00:C0261A00
seqgB00:C0261A00
seqB00:C0261A00
seqgB00:C0261A04

platform_device_reqister
platform_device_reqister
platform_device_reqister
platform_device_reqister

seqB00:C0261A 08
seqB00:CB261ABC
seqB00:C0261A10
seqB00:CO261A14
seqB00:C0261A18
seqB80:C8261A1C
seqB00:C0261A20
seqB00:CO261A24
seqB00:C0261A28

0T U U DT T U O OO

ocopopo

Line 3 of 20

platform_add_devices+38

_mali_dev_platform_reqist...

init_module+20

seg000:__ksymtab_platfor..

[ o |

platform_device_reqister
platform_device_reqister
platform_device_reaqister

DCD platform_device_register

Cancel

Search
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Fuzzing 1% 43X 3))

o A4t AL MIRFH NF?
* B 4n iR iR

—mmap() logic issue [Framaroot]

— memory corruption [Qualcomm MSM]

e Dumb Fuzzing

xKungfoo 2014 ShangHai



PAT T

e Android# /4L, &
SRR R
o IRFHHEE 2 R iéﬁrootﬁm

.;'Q,“,“’SB& E*YSPREADTRUM"

{
@ HISILICON

e QUALCONVW’

ALY

wip TEXAS INSTRUMENTS
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e n Rk —

e Framaroot v1.9.1, @, 4~

RSN € SE

/dev/exynos-mem "Sam"
/dev/DspBridge "Gemli"
/dev/s5p-smem "Merry"
/dev/exynos-mem "Frodo"
/dev/videol "Aragorn"
/dev/graphics/fb "Legolas"
/dev/msm camera "Gandalf"
/dev/camera-isp "Boromir"
/dev/memalloc "Pippin"
/dev/amjpegdec "Gollum"
/dev/camera-sysr "Faramir"
/dev/Vcodec "Barahir"

"Mt http://forum.xda-developers.com/showthread.ohp?t=2130276
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&4 iF — mmapid Fie &

e Yl/dev/VcodecH |, mmap LA £ 5
BIEELEZRAFEE, FEALPST
AR & # bk 132 B N A S

static int vcodec mmap (struct file* file, struct vm _area struct¥ vma)
{
vma—->vm_page prot = pgprot noncached(vma->vm page prot);
if (remap pfn range(vma, vma->vm_ start, vma->vm pgoff,
vma—->vm_end - vma->vm_start, vma->vm page prot)) {
return —-EAGARIN;
}

vma—->vm_ops = &vcodec remap vm_ops;
vcodec_vma_open (vma) ;
¥dturn 0;

}

/mediatek/platform/mt6582/kernel/drivers/videocodec/videocodec_kernel_driver.c
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&, % i iF)

e Root/7A4%

mmap setresuid

« PR G E) AL o & fsetresuid 15
mmap Ea:d

* RBUEZ IR A * 1 Ji] 3 Broot
I8
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S En kiR — N AR

e Qualcomm MSMAX 2% G 7& % /NN B
R ka7l
— CVE-2013-2596

— CVE-2013-2597
— CVE-2013-4738
— CVE-2013-4739
— CVE-2013-6123
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kiR — N GHIR

* CVE-2013-4738

AL ST R EHE 5 AR,
7 BRI

diff --git a/drivers/media/platform/msm/camera v2/pproc/cpp/msm cpp.c b/dr
index 822c0c8..8c85704d 100644
--- a/drivers/media/platform/msm/camera v2/pproc/cpp/msm cpp.c
+++ b/drivers/media/platform/msm/camera v2/pproc/cpp/msm cpp.c
@@ -1536,6 +1536,10 @@ long msm cpp subdev _ioctl(struct v41l2 subdev
uint32 t identity:
struct msm cpp buff queue info t *buff queue info;

if ((icctl_ptr—>len == 0) ||
(ioctl ptr->len > sizeof(uint32 t)))
return -EINVAL;

= (copy_ from user(&identity,
(void _ user *)ioctl ptr->ioctl ptr,
ioctl ptr->len) ? -EFAULT : 0):
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S En kiR — N AR

* CVE-2013-6123

B Huhk 3T i F P S AR B
S HAE T XN B A I

@@ -2650,13 +2658,17 @@ int msm server send ctrl(struct msm ctrl cmd *out,
struct msm_gqueue_cmd *event_gcmd;
struct msm _ctrl cmd *ctrlcmd;
struct msm cam server dev *server dev = &g_server dev;
struct msm _device_ gueue *gueue =
&server dev->server_ gqueue[out->gueue_idx].ctrl_g;

struct msm device gqueue *gqueue;
struct v412 event v412 evt;

struct msx;isp_event_ctrl *isp event;
void *ctrlcmd_data;

if (out->queue_idx < 0 || out->gqueue_idx >= MAX NUM ACTIVE CAMERA) ({
pr_err("$s: Invalid index gd\n", __func_, out->queue_idx):
return -EINVAL;

queue = &server dev->server_ gueue[out->queue_idx].ctrl g;

event_gcmd = kzalloc(sizeof (struct msm queue_cmd), GFP_KERNEL);

if (!event_gcmd) {
pr err("%$s Insufficient memory. return"”, func ):
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Dumb Fuzzing

o 7B LiOS, & F 7 iF
e = NAPI ;
l.1ioctl (fd, cmd, arqg)

2.copy from user(*to, *from, length)
3.copy to user(*to, *from, length)
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Dumb Fuzzing

PNLE 1octl (1nt f£d, i1nt cmd, Ses

A ™ @ nforest@nforest: ~
I0CTL(2) Linux Programmer's Manual I0CTL(2)

NAME

ioctl - control device

SYNOPSIS

#include <sys/ioctl.h>

int ioctl(int d, int request,

DESCRIPTION

The 1octl() function manipulates the underlying device parameters of
special files. 1In particular, many operating characteristics of char-
acter special files (e.g., terminals) may be controlled with ioctl()
requests. The argument d must be an open file descriptor.

The second argument is a device-dependent request code. The third
argument 1is an untyped pointer to memory. It's traditionally char
*argp (from the days before void * was valid C), and will be so named
for this discussion.

An 1ioctl() request has encoded 1in it whether the argument is an in
parameter or out parameter, and the size of the argument argp in bytes.

Manual page ioctl(2) line 1 (press h for help or q to quit)




Dumb Fuzzing

e copy_from_user() & copy_to_user()
o IR A Fpage fault ©

static inline unsigned long _ must_check copy_from_user(void *to, const void _ user *from,
unsigned long n)

{
if (access_ok (VERIFY READ, from, n))

n = copy_ from user(to, from, n);
return n;

}

static inline unsigned long _ must check copy to user(void _ user *to, const void *from,

unsigned long n)

{
if (access_ok (VERIFY WRITE, to, n))

n = copy_ to user(to, from, n);
return n;

}

#define _ copy from user(to,from,n) (memcpy (to, (void _ force *)from, n), 0)
#define _ copy_ to_user(to,from,n) (memcpy ((void _ force *)to, from, n), 0)
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Dumb Fuzzing

e Dumb Fuzzer 52 3, ;742

£d cmd
FREELE R/ AR PRASEEN hex-raye plugin _amg
Hignose R 2B cot_eqRi IR FENFTTER. LZFIATHE

l

ioctl
(fd,cmd, arqg)

|
(Toana )
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Crash, # % #9Crash

Y Crashj‘\y y/(_j,_a‘_é,k,ﬂjz—é:n 1

//9_args_string[]4 A Fl K B89 KL F 4
ioctl (
ioctl (
ioctl (
ioctl (
ioctl (
ioctl (
ioctl (
ioctl (
ioctl (
ioctl (
ioctl (
ioctl (
ioctl (
ioctl (

xKungfoo 2014 ShangHai



Dumb Fuzzing & =] A

e Android W Az XE VLE X
— Leishe kmsg
» Crashit %, Rl X 20 &

: kECrashﬁbP01nter
Dereferencei& px, 7 F M &K,
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Dumb Fuzzing & =] A

WiEEARARNRN
A1 T B AT 3T R A
o I A5 AA 0912 Aioctl cmd
o R T A8 69 1% JRioctl ¥ arg &g F 45 K A
* A cmdAnarg 89 Xf B X A
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HexRaysCodeXplorer

e HexRaysCodeXplorer
— & FTHex-Rays SDK I, L XA FTET
At = ARFER A F 27 T 484189 5| AR JL B
B A AR XS R B EE AR KA.
— RAE & T A LG4 R T 2 MWin32/Gapz

Boot ki1t [RECon’13. ZeroNights’13]

http://rehints.com/2013-09-02-Type-REconstruction-in-HexRaysCodeXplorer.html
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HexRaysCodeXplorer

¢ HBERBHHAA, HERE G
* JufTE e i E P

o H|FHex Rays#yih 69 — sk 4phk | "B 22"

o 4k & 3tHexRaysCodeXplorer &g #yr i
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Hex-Rays SDK

» Hex-Rays SDK & &/)~43

— R AER mFLAEF, Hex-Rays A 2R 43
T —ANctree 254, AT AT LA 69 i 7 Fafs
PR T — A& 5| 238 25 ) Fn AP 36 44 FF
A A% o

— ctree B9 A /N B R citem_t4E M) iz AR
8,4 — A\ctype_t &9 5 £, 45 7= & Ajitem ag K
A
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Hex-Rays SDK

asg
ea: 74F6
_DWORD

pPtr .4 num OxEFCDABS8Y

ea: 74F6|gea: 74F6
_DWORD |[Junsigned int

* (DWORD *) (al + 12) =

OxXEFCDABS89; cast
ea: 74F6
_DWORD ==

ea: FFFFFFFF@ea: 74F6
int signed int




Hex-Rays SDK

o citem_t 2k A A7 80+F¢
o XA FE P4 JH B Agcitem_t KA R

enum ctype t

{
cot asg
cot add
cot sub
cot cast
cot ptr
cot call
cot idx
cot memref
cot memptr

/[//< x =y

/[//< x +y

///< x -y

///< (type)x

///< *x, access size in 'ptrsize'
///<

///<

///<

///< x->m, access size in 'ptrsize'
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HexRaysCodeXplotret g R £

* T E G E AR
— A e TR K A
— AR AH AR R A4 6
b R QL R E il = 15
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h)

R 3

s FHL: XA FIE T ZIRM LA

v6 = arg;
v8 = copy from user((int)&v209, (void *)vé6, 4);
if ( 'v8 )
{

_xlog printk((int)off CO02EFCC, (int) ((char
*)off COO2EFCC - 728), v209, v79);

clkmux sel (lu, v209, (int)off CO02EFDO, v80);
return v8;
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Ut &

* MR E: AE T ZIRA
i
2.

STAF M7 = 89 PR RARLBRAF 24T AL 22
PIRA L AT L ZANF =N

A

| 4

. G EESEZAR Eﬂﬁkﬁki?%>

HLPTA 48 R 2| RAF TR
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R 3

ISP_ioctl & 248 #i £ &
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Ut &

)“;] 7‘;@2: /X%‘ f’t/\ﬁ }ﬂ ﬂéfééﬁﬁn TGN

« HexRaysCodeXplorer ~ & #] f i% & ik X jE BUE &

b
o ARARIEIZ AR L KT YA AT VAR B A9 207 R KR
RKTFFTI0,H (v4+16) A — A4 L 2o

v69 = (DWORD*) ((char *)v4 + 16) ;
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Ut &

MRy oA R KA BT 8

1. 4 cot.add. cot_sub, ¥BRELT W KE Tl
8

s

2. & ¥cot_cast, T F# XA FEZ L

case cot_ add:
case cot sub:

{
if (expr->y->op == cot_num)
{
field.offset = expr->op==cot _add ?
int32 (expr->y->numval ()) : 0-int32 (expr->y->numval()) ;
}
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Rt E

o FFA3: RKALE ey KRB EEART

vd = arg;
vl54 = copy from user((int) &v232, (void *)v4, 44);
if ( 'vls54 )
{
mdu query mva(v232, v233, v234, (int)&v235, v3);
//todo. ..

xKungfoo 2014 ShangHai



R 3

s BIEFE: REREREE
1. cot_call T A FAE T =R B A 45215 L, B

oM L = Fo 5 B F AR & A
x5 F )RS B 89 F—A~cot_call, H] i Lok
KRG OLEHFIMEE, wRaOSNEL
Begt % A
TR BAT T, B A AR K e
memcpy. memzero, copy_from_user, N 4F
gR AL FE, N4
T F BT R, %36 3t

IEARAE
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R 3

e cot call4 ¥
— MR F BT HFAF T FA45 8 A L5
— XFF R R G 147 3] 6 =T

%

— W RESAHFIEE, WA E TR
WA MR B(— AR AFRNE E
A X A )
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h)

R 3

o HFIRFHZAIE, vAmemcpy A ]

Field field = {0};
if (strcmp (s, "memcpy") == 0)

{

carg t arg = arglist->at(2);
if (arg.op == cot num)
{
field.offset = 0;
field. typesize = 1;
field.count = int32 (arg.numval()) ;
}
cfield->fields.insert(field) ;
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